COMPLIANCE
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the GDPR legislation requires all organisations who EEEEEE

to comply with stricter data protection rules.
25 MAY 2018

store or handle personal data on EU individuals

P
q | GDPR applies to all organisations,

whether they are based in the EU or not.

PERSONAL DATA

Any information which can be used to
the same data protection identify an individual, including:

rights across the EU

of Europeans say they want

|ldentity and contact information

E?}- Location data |dentification numbers
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of survey respondents have

: - \%\ Health and genetic data
concerns about their ability

91% to become compliant & Financial data

Symantec’s State of European Data Privacy Survey

More than ONE IN TEN people

have requested a copy of their data
Information Commissioner’s Office’s Annual Track survey from organisations

LOOKING INTO THE DATA
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Where it came from @-----ccccccccccccccccccccccccaaaaaaan
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When it was collected @ -------ccccccccccacaaaaaaaaaaaa.
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&M@ Educate C-Level and functional leads
*  on data protection

to process personal data
must be clear and

unambiguous

) : Implement data protection processes, training,

Conduct Data Protection T R
Impact Assessments

services and security technologies to
meet GDPR requirements
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Define measures to 8

*

demonstrate
GDPR-compliance .

INVESTMENTS: %
Update partner
contracts

Employee training

Ongoing compliance activity

Marketing to promote compliance

- Potential recruitment of
Data Protection Officer (DPQO)

Additional support staff

Breaches will incur fines of up to

€20M or4% of annual worldwide turnover

DATA BREACH
Accidental or unlawful ~ jukbihibh Breaches will need to be reported 4

destruction, loss, alteration,

unauthorised disclosure of, within 72 HOURS after discovery
or access to, personal data
transmitted, stored or V |
otherwise processed. ]

Breaches will result in CUSTOMER TRUST |SSUES

business disruption and financial cost to remediate,
potentially including customer compensation claims

and higher insurance premiums
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ENCRYPTION IDENTITY, PRIVILEGE
DATA LEAKAGE AND ACCESS
PREVENTION (DLP) [l MANAGEMENT

SUPPORT FROM ISN

We can help you with your GDPR planning and implementation,

including free, no strings attached trials of Cisco Next-Generation
Firewall and ransomware protection.

CONTACT THE ISN SECURITY TEAM TODAY

enquiries@isn.co.uk

0203 239 2476
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